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ABSTRACT

Effect of damage and loss cost for downtime is huge, if physical devices such as turbines, pipe, and storage tanks are in
the abnormal state originated from not only aging, but also cyber attacks on the control and monitoring system like PLC
(Programmable Logic Controller). To improve availability and dependability of the physical devices, we design and
implement an indirect health monitoring system which sense temperature, acceleration, current, etc. indirectly, and put sensor
data into Influx DB in real-time. Then, the actual performance of detecting abnormal state is shown using the indirect health
monitoring system. Analyzing data are acquired using the real-time indirect health monitoring system, abnormal state and
security threats can be double-monitored and lower maintenance cost utilizing prognostics and health management.
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